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Key Takeaways From TRU Research
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• Businesses in manufacturing were the most 
victimized industry sector by ransomware.

• SMBs made up the majority of all victims.

• Threat Opportunity: Manufacturing orgs 
had higher exposure to underground 
services such as credential markets.

• IT transformation + growing attack surface.

• Ransomware remains a major concern.

• Intrusions stemmed from compromised 
identities or known vulnerabilities. 

• Browser-based malware on the rise.
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Technology Transformation Enables Efficiency 
 But Increases Attack Surface

eSentire, Inc.

Cloud Migration Edge Devices Remote Access 
Services



Threat Surface Scope Creep
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Threat Surface Scope Creep – Visibility Lagging Behind
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80%
Of manufacturing organizations have limited visibility 

into their environments

- Dragos, ICS/OT Cybersecurity Year in Review 2022

Majority of intrusions leveraged
valid credentials or unpatched 

vulnerabilities 

- eSentire Threat Intelligence Spotlight 2023

Ask Your Team

❑ Do we have phish-resistant MFA?

❑ How are we prioritizing vulns?

❑ Can unmanaged devices access network resources?

❑ How are we monitoring? North/South? East/West?

RE: Vendors. Trust, But Verify
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Attack Trends
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Email ThreatsWeb Browsing 
Threats

Unmanaged 
Devices



Industry Intrusion Ratios
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Initial Access Trends

eSentire, Inc.9

Email outpaced by browser-based attacks

Browser Attacks
• Fake Browser Update
• Malicious Search Advertisement
• Malicious Search Result

USB Worms a concern for manufacturing
• Raspberry Robin

Valid Credentials
• Low volume but high impact



Web Threat Example – Clear Fake Campaign

eSentire, Inc.10



Web Threat Example – Clear Fake Campaign
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iFrame 
Injection

Keitaro TDS

Event Listener Click Hijack 

OneDrive Payload

https://www.esentire.com/blog/fake-browser-updates-distribute-lummac-stealer-amadey-and-privateloader-malware



Disrupted Threats in 2023
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eSentire’s Threat Response Unit (TRU) detected and responded to nearly 129 attacks against manufacturers 
in the 12-month period from October 2022 through September 2023, a significant increase compared to the 
30 attacks recorded in the previous year from October 2021 through September 2022. 
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Ransomware & 
The Underground
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Fraud Markets Initial Access 
Brokers

RaaS
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80-90% of all successful ransomware compromises originate 
through unmanaged devices. 

Human-operated ransomware attacks are up more than 200%.

Microsoft Digital 
Defense Report 2023

*To keep pace with adversaries, we need to look beyond the network edge. 

eSentire, Inc.

1

2



How do Ransomware Groups Infiltrate Networks?
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Dark Web/Underground Services are Here to Help
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Simplified Extortion Kill Chain



Credential Markets
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Russian Market & Telegram

Russian Market Fraud Shop Klaus Cloud Telegram Shop

eSentire, Inc.



Credential Exposure
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Stealer Logs Linked to Ransomware Victims

Approximately 25% of ransomware victims had credentials exposed within 
30 days of their identity disclosure on ransomware leak sites.



Initial Access Auctions
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Network Access Auctions by Year

Increasing Auctions
Extortion Likely Driving Demand

Auctions Held on Criminal Forums
Footholds Valued by Revenue, Industry



Industry Exposure in Initial Access Auctions
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Manufacturing at Increased Exposure, Remote Desktop Protocol Preferred

• RDP and VPN command the highest prices and are most common.
• Manufacturing, Business Services and Retail makeup top auctions. 



Industry Exposure in Ransomware Leak Sites
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Recommendations

• Ensure your phishing and 
security awareness training 
program covers both email and 
browser-based threats

• Secure your edge devices and 
services

• Reduce the impact of 
compromised credentials
• See -> MFA

• Consider dark 
web/underground monitoring 
capability
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Understand, Prepare, and Predict 
Cyber Threats

• Centralize logging for all edge 
devices

• Monitor log-on activity for 
remote access services, such as 
VPN/RDP

• Remediate malware infections 
as quickly as possible

Detect, Investigate, Disrupt, and 
Contain Cyberattacks

• Identify the type of 
ransomware and/or the threat 
actors behind the attack, if 
possible, to determine if there 
is a possible decryption key 
already available

• Create, maintain, and exercise 
a strong cyber incident 
response plan and associated 
communications plan that 
includes response and 
notification procedures for a 
ransomware incident

Eradicate Threats and Return to 
Standard Operations



TRU’s Latest Research Reports
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