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+ Scope of the problem
+ Tips for protecting IP
+ Why IP protection is hard
+ |IP protection technology
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Manufacturing IP

Engineering Designs
Schematics

Source Code
Formulas

Bill of Materials
Supply chain pricing
Trade Secrets

Test Results
Product Roadmaps
Engineering Change Notifications
Patents

+ + + + + + + + + + +
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Report

https://enterprise.verizon.com/resources/reports/dbir/2020/introduction

Crimeware

Web Applications

o
=
=

lege Misuse

Miscellaneous Errors
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yber-Espionage

Investigations

Figure 75. Patterns in Manufacturingindustry breaches

Manufacturing :

While the majority of attacks are financially motivated, there was a
respectable showing of Cyber-Espionage-motivated attacks in this

industry as well. Internal employees misusing their access to abscond
with data also remains a concern for this vertical.

The Manufacturing vertical is very well
represented this year with regard to both
incidents and breaches.

NAICS 31-33 has long been a much-coveted
target of cybercrime and this year is no
exception. Whether it is a nation-state trying to
determine what its adversary is doing (and then
replicate it) or just a member of a startup who
wants to get a leg up on the competition, there is
a great deal of valuable data for attackers to
steal in this industry. And steal it they do.

Figure 77. Misuse varieties in Manufacturing industry breaches
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Privilege abuse

Data mishandling

Unapproved hardware



https://tinyurl.com/y50jcesu

By the Numbers

56008

Annual Cost
of IP Theft

to US

Cybercrime
lllicit Profits

https://tinyurl.com/y53w2j7x

=
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Single IP

Theft
Incident

https://tinyurl

com/y58he6g2
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The American Genius
the pulse of today's entrepreneur D ARKRe ading =[] SIS ue For oun

Tesla continues to deal with former US Needs Comprehensive Policy to

employees and potential IP theft : Combat China on IP Theft

(BUSINESS NEWS) Tesla has found itself at the center of numerous lawsuits against former
employees and the theft of intellectual property, potentially jeopardizing their industry leadership The United States cannot lose sight of Chinese cyber operations that
position. target intellectual property, a panel of experts says.

’ ;;:‘:::: :::::rr::sry ;aifuarlter The United States needs a more systematic approach to engage with China

News on cybersecurity and intellectual property issues, and to address the ongoing
theft of industrial and defensive technologies via cyberattacks, a panel of

B3 0 COMMENTS policy and technology experts stated last week.

Featured Article

Anthony Levandowski sentenced to 18 ~
months in prison as new $4B lawsuit B HNE RERS S
against Uber is filed o . .

5 signs there could be IP theft in your supply chain

Maverick self-driving car engineer will not need to report until From patent and copyright infringement to compromise of trade secrets and blueprints, intellectual property
threat of COVID-19 pandemic has passed theft is a growing problem worldwide.

By Craig Guillot
Kirsten Korosec, Mark Harris / 4:57 PMMDT * August 4, 2020 E] Comment 81 jptiuary 2021
d Levandowski alone with 33 counts of theft and Employees, contractors, and third parties are responsible for 54% o

rets all IP data theft experienced by organisations


https://www.theverge.com/2021/1/24/22247095/tesla-sues-former-employee-software-dropbox
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The Billion- . o
Dollar Secret

Real World + Scientist resigns
+ Downloaded IP to USB

+ Guilty plea + 24 months

Example 1
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A Super o
Happy New Year ~

Real World + Dec 31 departing employee

+ Thousands of design files

Example 2

+ Police alerted, loss averted
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So Long, - o
Farewell...

Rea| WOrld + Smartphone innovation

+ Tech couldn’t stop it —
or identify the culprit

Example 3

+ 120 minute reveal

“Finally had the evidence to
terminate the employee.”




Tips for IP

Protection

AW e

Make protection a priority
Understand your IP
Monitor data use

Use data protection tech

. Train employees
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. Accurate detection
is the KEY
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'Detection Methods

Content inspection 1
Content inspection 2

n
n

+ Content inspection 3
+ Content inspection 4
n

Content inspection 5

Q




Content Inspection

+ Keywords in content: _

+ Statistical analysis of content: 5x _, 2x financial

+ Machine learning of content: feed samples of
sensitive vs non-sensitive
Exact/partial content match

- ipsum dolor sit amet, form 1120S
adipiscing elit, sed do _ tempor
incididunt ut Pitogin et dolore magna aliqua.
Ut enim ad minim veniam, quis nostrud
_ nisi ut aliquip ex ea commodo
consequat. Duis aute irure dolor brain
Bnerysm in voluptate velit esse cillum dolore
eu fugiat nulla. Schedule K-1 occaecat
cupidatat non proident, sunt in culpa qui
Sepsis deserunt mollit anim id est laborum.

+ Patterns in content: 555-66-7777 g

(S CYBERHAVEN
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Other Challenges

Limited
Requires known

Only logs policy
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Dynamic Data Tracing technology
is a transformative approach to
preventing intellectual property
theft and other insider threats.
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- You need the WHOLE

story to effectively
protect IP
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Tracing data lineage inside the
modern enterprise

ALERT:
Sensitive design
@ mx A E Q Chat file is shared
SOLIDWORKS against policy
o o o o o o}

Bob in R&D Bob shares Alice downloads Eve downloads Eve shares

downloads file design.dxf design.dxf from edited design.dxf “vacation.jpg”

design.dxf with R&D team Box, edits and to her desktop with a new friend

from SolidWorks via Box uploads to a and renames to at a competitor

PDM network share vacation.jpg via WeChat
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Using data lineage for data protection

00 «2
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IDENTIFY PROTECT EDUCATE

Accurately classify Track all data, data Protect classified Improve IP security
data based on copies and derivatives data in known and by educating users
provenance, people across the organization unknown locations on data handling
or content

with escalating with in-context alerts
enforcement actions
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Visibility Averages/Mo — 1000 Users

150 560 [ 950/

950 Files at
Risk/44 Actual

User
Actions with
Those Files

Individual

Files in Use

Incidents
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|IP Identification

Provenance

Data location
User/group interaction with data
Application interaction with data
Data attributes

+ + + + +
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Internal ﬂ

v Project notes.dwg External donna.scott 2020-12-17,02:19

I3 Cyberhaven started tracking flow — & office_365 2020-11-18, 03:54
¥ donna.scott download file Project notes.dwg — to "/ DONNA-SCOTT-PC 2020-11-18, 03:54
> donna.scott moved file Project notes.dwg — on "/ DONNA-SCOTT-PC as Project notes.dwg 2020-11-283, 15:04
> donna.scott moved file Project notes.dwg — on "/ DONNA-SCOTT-PC as Project notes.dwg 2020-11-28, 04:39
I) donna.scott copied file Project notes.dwg — on ' DONNA-SCOTT-PC as Copy of Project notes.dwg 2020-12-05, 08:04
> donna.scott moved file Copy of Project notes.dwg — on "/ DONNA-SCOTT-PC as Copy of Project notes.dwg 2020-12-11, 13:05
> donna.scott moved file Copy of Project notes.dwg — on ' DONNA-SCOTT-PC as Copy of Project notes.dwg 2020-12-14, 14:41
"+ donna.scott uploaded file Copy of Project notes.dwg — to & mega.co.nz as Copy of Project notes.dwg 2020-12-17,02:19




All datasets
200 risks

133 risks

R&D Documents
31 risks

Product Design
27 risks

Sales Data
16 risks

Financials & HR

C: CYBERHAVEN




HIGH-VALUE DATA SPRAWL By Datasets By Categories

All datasets
200 risks

Source Code Uncategorized
133 risks

R&D Documents
31 risks

Product Design
27 risks

Approved

Sales Data
16 risks

Corporate endpoints
Corporate email and IM

Corporate shared folders

Corporate business partners

Approved email domains

Authorized local apps

Authorized websites

Corporate HR & FIN services

Add new Corporate marketing services

C: CYBERHAVEN
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HIGH-VALUE DATA SPRAWL By Datasets By Categories All Risks High Risk Low Risk

Personal email, IM, and social & £
All datasets

Source Code

200 risks
X Personal file hosting

133 risks Uncategorized

Uncommon domains

R&D Documents : e
31 risks o = - - o Removable media @ £

Product Design / B 77 Key competitors & 2~

27 risks
Risky SaaS services

Sales Data Approved e Unauthorized local apps
16 risks Add new
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LOCATIONS (1000+)

@ github.com

& acme.atlassian.com
% ROBERT-TURNER-PC ¥ Bso

I ALLEN-KAZANTZAK.. ¥ 49
0 EDWARD-MARTINE.. ¥ [45
% JOSEPH-DAVIS-PC ¥ Bas
% SAM-KENNEDY-PC ¥ Bas
% DAVID-HERZOG-PC ¥ Bas

1-8 of 1000+
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USERS (1000+)

robert.turner
allen.kazantzakis
edward.martinez
joseph.davis
sam.kennedy
david.herzog
robert.valerius

CEE——
CEE——
o

donna.evans

1-8 of 1000+

v
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POLICIES: NEW DATASET

APPLIED FOR LOCATION CATEGORY  RISK LEVEL INCIDENT RESPONSE ALERTS

o Key competitors High Approved . 2 Set up

Personal email, IM, and social High Approved . Set up
Personal file hosting High Approved N/A

Removable media High Approved . Set up

Risky SaaS services High Low Approved » N/A

Unauthorized local apps High Low Approved N/A

Uncommon domains High m Approved N/A
Approved email domains High Low Approved N/A N/A
Authorized local apps High Low Approved N/A N/A




KEY COMPETITORS: REAL-TIME RESPONSE

User warning settings:

Show the dialog title

Require the user to provide a justification
Require the user to acknowledge the warning
[C] Allow the user to request a policy review

[C] Prevent the user from accessing the destination after

0 Users will receive at most one warning per minute.

o User warnings are not yet supported for user actions
performed in SaasS applications.

Enable user warnings

Warning message preview

Please edit the warning message below:

Warning: You have violated Acme Corp
conporamion SECUTrity policy

You have just {{action}} {{source}} {{destination}}. The data
you {{action}} may contain {{dataset}}. You are not allowed
to send, store, or share this data to {{category}}.

Required: Please, provide a justification for your action

D | acknowledge that | have read and understood this
message

| UNDERSTAND

C: CYBERHAVEN
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Thank You!

WW m

Addit stions?
jared@cyberhaven.co



